Europaische 
Patentamt 



10/ SAO 04 



European 
Patent Office 



Bescheinigung Certificate 



Office europeen 
des brevets 



PCT//B03/Q 5 8 2 7 
~ 0 5. 12. 03 




Attestation 



Die angehefteten Unterla- 
gen stimmen mit der 
ursprunglich eingereichten 
Fassung der auf dem nach- 
sten Blatt bezeichneten 
europSischen Paten tanmel- 
dung Qberein. 



The attached documents 
are exact copies of the 
European patent application 
described on the following 
as originally filed. 



Les documents fixes a 
cette attestation sont 
conformes a la version 
initialement deposee de 
la demande de brevet 
europeen specifiee a la 
page suivante. 



Patentanmeidung Nr. Patent application No. Demande de brevet n«> 

02293266.9 



PRIORITY DOCUMENT 

SUBMITTED OR TRANSMITTED IN 
COMPLIANCE WITH 
RULE 17.1(a) OR (b) 



- - - J 



I^Au^ag 601 d6S Eur °P a,sche n Patentamts; 
For the President of the European Patent Office 
Le President de I'Office europeen des brevets 



R C van Dijk 



EPA/EPO/OEB Form 1014. 1 - 02.2000 7001014 



BEST AVAILABLE COPY 



Anme Idling Nr: 
Application no. 
Demande no: 



02293266.9 



Anmel der/Appl icant( s)/Deniand e ur( s) : 

Koninklijke Philips Electronics N.V. 
broenewoudseweg 1 
5621 BA Eindhoven 
PAYS-BAS 



Europaisches 
Patentamt 



Anmeldetag: 
Date of f fling: 
Date de depot: 



Office europeen 
des brevets 



30.12.02 



aUC ° n t,tre « -ferer a Ta Cession.) 

User access control to a server content, in a information carrier player 

Staat/Tag/Aktenzelchen/State/Date/Rla no./Pays/Date/Numero de depot: 



Internationale des brevets; 

H04L29/00 



AT BE BG OH 0V CZ DE DK EE ES FI FR GB GR IE IT LI LU MC NL PT SE SI 



SK 



02293266. 9 

EPVEP0/0EB Form 1 01 4.2 - 01.2000 7001014 



2 



# 



1 

FIELD OF THE INVENTION 



The invention relates to a method of controlling a user access to a server content 
from an information carrier player comprising a parental control access. 

. eV P. fo , 71le ,nVent '° n aPPHeS 40 ' nf0rmat,0n "* P,ayere Renting a parental control 
level feature, such as DVD players. 

BACKGROUND OF THE TMVPMTt™ 

Wct.JnvnT ^" 1 ^ eSfab " Shed 9 W ° rWng 9r0Up A" 1 " 12 to ^"dardtee Web 
Z t IT, " " ^ ^ SPedflCa ° 0nS " an of current DVD- 

s™ 7" ^ dSSCr,be *" d ' SCS — with these 2 

* p T ed * ,fnks to specmc web s,tes OTn ^ — « 

d,rec«y related to the content of toe DVD disc being played. These specific Web sites could 
-nclude new navigation menus and content, which toe piayer can download and use^ead of 
original menus proposed by the DVD disc. 

Players supporting WebDVD comprise communication means tor connecting to Web 

ZZZ 1 *™ ^ ^ ^ "* communica Jmea^t 

also be used to access any other general Web sites for general Web browsing 

in parallel, DVD players nowadays include a parental control feature. The purpose of 
to,s feature is to disable the playing of DVD discs that are deemed to be uhsultebTe foZ^n 
To toi end, some DVDs are encoded with a specific parental control level. If the ~ 
control level of the disc is higher than the parental control level of the DVD placer Zty 

Hmrt the type of DVD content that can be played on the player. 

limits 1 DVD P,ayefS imp,ement,ng SUch a P a ™*« control level feature, this feature Is 
»m,tebve and no more relevant since it cannot restoct nor contiol toe access to general Web 
sites deemed to be unsuitable for children. 

OBJECT AND SUMMARY OF THE INVENTION 

It is an object of the invention to propose a method of controlling a user access to a 
server content from an information carrier player comprising a parental corl access 

e^inn ^ r* 0 ' ° f OTntro,,,n9 to the Invent,on tekes e '^er advantage of the 

existing parental control access ever used in tnfnrm=>H^ , 

H ata <*~s information earner players, and the feet that the 



The method according to the invention comprises a control step based on a 
comparison between said current parental control level and the rating level of said data, for 
selecting authorized data to be displayed on said information carrier player. 

The setting of the parental control level In the player is not only used for controlling 
the access to the Information carrier content (and to the linked Web servers to this information 
carrier), but also for controlling the access of Web sites in case of general Web browsing. 

According to an additional characteristic, the method comprises a look-up table step 
for establishing a correspondence between the rating level classification of said data, and the 
parental control level classification of said information carrier player. 

- This characteristic allows the player to be adaptive to any labelling system which 
associates a rating level to data. 

The invention also relates to an Information carrier player comprising processing 
means for controlling a user access to a server content, from an information carrier player 
comprising parental control access means based on a current parental control level, said server 
content comprising data associated to a rating level, said method comprising control means 
based on a comparison between said current parental control level and the rating level of said 
data, for selecting authorized data to be displayed on said information carrier player. 

According to an additional characteristic, the information carrier player comprises, a 
look-up means for establishing a correspondence between the rating level classification of said 
data, and the parental control level classification of said information carrier player. 

The invention also relates to a computer program comprising code Instructions for 
Implementing the steps of the method according to the invention. 

Detailed explanations and other aspects of the invention will be given below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The particular aspects of the invention will now be explained with reference to the 
embodiments* described hereinafter and considered in connection with the accompanying' 
drawings, in which identical parts or sub-steps are designated in the same manner : 

Fig.l depicts the method according to the invention of controlling a user access to a 
server content 



10 



DETAILED DESCRIPTION OF THE INVENTION 

Hg.l depicts a first method aceonjlng to the Invention of contm.ii™ , 
-vet content This fi gu re desotbes an IntoLdon canTp^ m 1 T""" 
network 102 . ^ 103 . For , ^ , * ' 

the internet nehvork 102 with a distent Web site 103. communicating via 

The player 101 comprises a parental control access step 104 tea*. n„ *. » « 
Pkture Assodadon of Amenca (MPAA) nrtng system. *" M °"° n 

•he set te.^Spcf - 1 zrrr™* ^ a,ntroi ,eveb m) - *^ « 

safe contend " to *** "» te »— " «■ " « ^ates to m 



MPAA Rating 


Parental control level 
(PCL) 


General Description 


NC-17 


8 


Unrated (most restricted audience) 


7 


My£ Adu lt theme or content, not 
suitable for children under 17 


R 


6 


Restricted (mature audience) 


PG-13 


5 
4 


Mature teenage audience 

Parental guidance suggested 
unsuitable for children under 13 
(teenage audience) 


PG 


3 


Parental guidance suggested (mature 
young audience) 




2 


Most audiences 


G 


1 

Table 1 r MPAA Ra 


Suitable for general audiences 
(generai. unrestricted aurtenro-. 
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20 



™ s access step te used lor controlnng the access to the content of 

» —on carrier 105 (and as a conse^encs a cond* access » the spaclflc w*^ 
inked » Ws DVD,. Tne step 105 <s shnlfer te a swtw, conned by a conbol s^TtC 
£ma companson between one pare**, condo, fevel of me ^(designated by dT*£ « 
me pastel oontro, lave, (designated by Cunon^PCLJ) set ,n the piayer m A user' 

can access the dfcc content (and a!so te the spe* Web *es linked * m Z JZ 
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The player 101 is associated to a display 106 in charge of displaying the content of 
the accessed server, butalso the content of the DVD disc 105 and the data of a specific server 
linked to this disc. 

5 The invention takes advantage from the fact that data stored on some servers which 

the user try to access are associated to a rating level (referred to as RL In the following), such 
rating level being similar to a parental control level. 

For example, the Internet Content Rating Association, as well as the Recreational 
Software Advisory Council on the internet, propose labelling systems dedicated to owners of 

10 Web sites to label their data according to main categories : 

- Chat 

- The language used on the site 

- The nudity and sexual content of a site 

- The violence depicted on the site 

15 - Others such as gambling, drugs and alcohol. 

Each category may comprise sub-categories for better Identify the data content. ■ 

Such a labelling of data Is intended to be used in Web browsers in personal 
computers. The parameters settings of the Web browsers are set so as to allow only categories 
20 or sub-categories. If the Web site accessed by the user comprises data having a label excluded 
from these settings, the content of these data can not be displayed In the browser. 

Usually, such labels are HTML-coded as meta tags in Web pages carrying data, either 
for a specific Web page, a specific folder of data, or for the whole content of the Web site. 

25 The method according to the invention comprises a control step 107 for selecting 

authorized data to be displayed on the display 106. This control step 107 Is similar to a switch 
controlled by a control signal 108 which is generated by a comparison step 109. The 
comparison step 109 performs a comparison between the current parental control level 
CurrenCPCLJ and the rating level RL of the data situated on the server and accessed by a 

30 user. For accessing a'server, or a specific data on a server, the user may use the user interface 

110, such as a keyboard where he enters the Web site or Web page address. 

When the user try to access to the content of a data situated on a server 103, a 
request 113 to said server Is generated by the player 101. In response, the sever 103 sends to 
35 the player the rating level RL of said data. 



If the value of RL is such that, considering the current parental control ievel 
Current_PCLJ, data 111 are deemed to be unsuitable for children, the comparison step 109 
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senates a centre! signal 108 having a ft* ^ wnlch ^ ^ 
consequence, the display- of the data 111 is not possible. 

Current pIT.r^, 0 ' ^ 6 ™* ** C0nada1n9 * 6 paren « «*- '"el 

Current_PCLJ, data 111 are not deemed to be unsuitable for children, the comparison steo 109 

generates a condoi signal 108 having a second sfcte whKh ctc^s tte ZT 
consequence,tftedlsplayofthedatallllsposslble. 

radng level RL of die data may not be always possible dlrecdy, tor example In the case me 
umber of categories of radng levels are not Idendcal to the number of categories of the MPAA 

stL^f ta H T ab " Sh,nfl 3 «""-P—«" between me radng level dassmcabon „ data 
*M . the «va., and me MPAA Radng as described In Table 1. me look-up table 112 
establishes a correspondence between an Input radng level RL and an output rating level RL- 

Forexampie, it can be decided to associate categories (nudity and sexual contents 
silence depicted on me m to a MPPA radng having a value RL' equal to 8, to assocL 
catenas (Chat tonguage used on me site, to a MPPA radng having a va!ue RL' equTmT 
nd to associate categortes (others such as gambling, drugs and alcohol) to a mppa radng' 

108 having said first state „ Cun-^PCLJ ,s lower than the assodabad MPPA radng of the 
data nd generates a contra, signal 108 having said second smte If Curent.PCL I is higher or 
equal to the associated MPPA radng of the data. 9 " 

Of course other classifications could be done In consldertng the subcategories of said 
categories rar refining the flltertng of data mat the user is allowed to look at 

can*. nfT" T ° f amlro '" ng aCCm " nB to * e ,menam « ttte *" * ^ fntormadon 

rrc r dvd w " any ^ a ™ — - - 

Such a method cen be Implemented by means of hardware elements (such as wired 

I^u 7 ' P *™" ) ' " » «-» o, sotoTre 

elements «* as computer pregrams co mprlslng ^ lnstRICt|ons 

said code instrucdons being executed by a signal precessor. 

odw - ^JT " COmPriSeS " and """"P***' do not exclude the presence of 

other elements than those listed in the claims. 
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CLAIMS 

1. 



mm compnsmg a parent control access step based on a cunent paronto, cent™, lavei, said 
^ver content comprising data associated to a rating level , said method comprising a con.™. 

Sr 6 ! 0 " " COmPa,iSOn """"^ " M a "" t parental a " w level «l »• ™n 9 level of 
said data, for selecting authored data to be oTspiayed on said Information carder player 



2. 



A method as Calmed ,n dalm 1 compdsmg a look-op table step for estob..sh.ng a 
level classification of said Infonnauon carter player. 



3. 



An information carrier player oomprtslng processing means for controlling a user access 

ll71 C ° n,Bn, ' " ' nfomaHOn Player « access 

means based on a current parenta, control .eve,, said server content comprising data associated 

toa robng lev*, said metood compdsing control means based on a companion ba^an said 
«nw parama, control leve, and the rating level o, said data, for selecdng authorized dato to 
be displayed on said information carrier player. 

L b ZnT ma "° n ^ 38 ^ 10 da ' m 3 C ° mpriS,ng a took - u P ««— for 

establishing a correspondence between the rating level classification of said data, and die 

parental control level classification of said information carrier player. 

5. A computer program composing code instructions for Implementing the steps of the 
method as claimed In dalms 1 or 2. 
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"User 



access control to a server content, in an information carrier player" 
ABSTRACT 

t 

The invention relates to a method of controlling a user access to a server 
content (103), from an information carrier player (101) comprising a parental control access 
step (104) based on a current parental control level (Current_PCU), said server content 
comprising data associated to a rating level (RL), said method comprising a control step (109) 
based on a comparison between said current parental control level and the rating level of said 
data, for selecting authorized data to be displayed on said information carrier player. 

Use : DVD players 
Ref : Flg.l 
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